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Jﬂn?%uﬁ@%ﬁﬁOnboarding ?

Onboarding®2 & E E 5§ Apex One serverfT E EERIFTE A Fim, [ Vision OneRE,
a8 FTEXREEHE —TEHREIFEX (EndpointBasecamp) BIBFfE .
TE£OnboardingSE Rk {&, #§RIFEVision One console b, #f B E 3 #E{EHXDR sensor,

EE U7 R RSE R onboarding 2 F BApex One serverFT B IR A B, 58 F
B #onboardingfJApex One server, 35 15 & & i B P i % 1IE % [ Vision One¥REl,
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OnboardingBI & #E & (—)

0% A Apex One web console Bl A] fifi#f onboardingf2 7, {8
TELITHRE:

1. Apex One Patch 3 (build 8378) L1 Lt
2. Apex One server K agentn] 1358 1~ 5= 2 82 58 1R 27 B proxy 3% /2 1B 15 12 EI 1A PR 4 PR

B th ;8 B SSLINfRZ s &l
3. PHAMIEEERMAAIU GERBLUTER) :

https://docs.trendmicro.com/en-us/enterprise/trend-micro-vision-one-online-
help/intro-and-gs-part/getting-started/firewall-permissions/firewall-fgdn-

singap.aspx
4. Apex One agentI #& R B [E] [F] 20 5% TE IE7E
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https://docs.trendmicro.com/en-us/enterprise/trend-micro-vision-one-online-help/intro-and-gs-part/getting-started/firewall-permissions/firewall-fqdn-singap.aspx
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5.

OnboardingBIEZE{E (Z)
o AR B I A A TR PO B M B, SERER LT ot A AL

http://crl.entrust.net/

http://ocsp.entrust.net/

http://aia.entrust.net/

http://crl.affirmtrust.com/

http://ocsp.affirmtrust.com/

http://aia.affirmtrust.com/

http://ctldl.windowsupdate.com/

TEApex One server £, LRHEES BN ITcmd, HTBITLUTHES:
cd C:\Program Files (x86)\Trend Micro\Apex One\PCCSRV
Svrsvcsetup.exe -checkOnboardingAPI

Svrsvcsetup.exe -PrepareXBCpatch -AcceptXBCPII yes
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http://crl.entrust.net/*
http://ocsp.entrust.net/
http://aia.entrust.net/
http://crl.affirmtrust.com/*
http://ocsp.affirmtrust.com/
http://aia.affirmtrust.com/*
http://ctldl.windowsupdate.com/

Registering Vision One
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~ Apex One Onboarding F2F¢

& AApex One web consolef% » & FIE; o fElEELE

@) Check the Trend Micro Early Warning Service to see if you are affected by the latest LockBit 2.0 attack.

More Details

ol & A 2l promotionss [H] BhE Hrf 75l o Bl A #E{TonboardingfZ 7

7 © 2020 Trend Micro Inc.

Examine Systems for Signs of a LockBit
2.0 Ransomware Attack

LockBit resurfaces with version 2.0, br g
against critical industries.

P

LockBit, which was first observed in 2019, recently resurfaced with version 2.0. Its updated
features include automatic encryption, which operators claim to be one of the fastest in today's
ar threat land: The also rely on various tools, such as StealBit for
automatically exfiltrating data, and Process Hacker, PC Hunter, and batch files for disabling
processes and services in the affected system. LockBit 2.0 employs the double extortion
scheme where operators threaten to publicize unpaying victims' data.

How can you discover indicators of infection?

Trend Micro Vision One delivers powerful XDR capabilities to help you detect and respond to
threats. Trial Trend Micro Vision One for 60 days for free to receive real-time updates on
potential i of ise on endpoi il servers, and

Check if I'm affected, using Trend Micro Vision One




Apex One Onboarding &

Z5#a A CLP(Customer Licensing Portal) Rz,
INRRZBCLPIRSR, FEEDBLUTERED

*
Check for Nefilim Ransomware in Systems

Organizations outside of the Commonwealth of Independent States (CIS) are potentially at
risk for ransomware infection.

First seen in March 2020, Nefilim employed a wide arsenal of tools and malware. It has also been analyzed as one of

the first few ransomware routines that employ the double extortion technique. Nefilim has been observed as sharing
¢ sinlarmties wath Namty, and primanily targets non-CIS countres and organaanions | spreads via sspesed RDPs,

stolen credentias. and unpatched vulnerabilities. In addition to encrypting files, Nefillm theeaters 10 putdsh scolen

i amation MD ek site when the ransom demanded remans unpasd

Starter batch files 11

Services 1o terminate, ar 5 [y ? ? > - will as the

f processes and

rarsomware itself.

Password recovery tools, 571

be used to gather or retrieve 3

mat can

AdFind is a thied-pany prograr ME Tool
is a program that can be use DN " o 2 local
network via SMEB

Mimikatz = 2

credentialt thae ar

Pard: party ¢

PowerTools, such as GMER, PC Hunter, and Process Hackes, are 1) pan pis that

can be used to terminate antivirus-reisted processes and sers

Trend Micro Inc.

72/ W /R o

Experience XDR in just a few steps. Get hagh-fidelity alerts with cloud-native,

cross-layer correlatson

Use this account to access your Trend Micro Visson One console anywhere

| agree to the Terms of Service {

| allow Trend Mecro 1o scan my Smart Protection Network data for early

attack mdicators,
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SETE LU T ARG LARK SR EE R ET DR 5

@IBE',?B Customer Licensing Portal

ZURRAE

CEERERNERRT CERNEECHNERERRE - CETCEARRE?
IE . NRCFCEREMNESNERE  IEAE—EREREA -

O B BEEAEBNRIES -
EACHREREDEASE AESRNCRARERFTACRRENREHE -

0 & ZEEREANERE -

BIUSIERNERE -

ERMA—EERBERES - CILERIRRE  ERENERRRERES -
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https://clp.trendmicro.com/
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@ %8 cLP BARYVision OneE A
@I‘.‘E';‘E Customer Licensing Portal & TM_Ts SM8 +
Efm/iREE A3 v HREA v
ER/fRE

Em/iRE fERPERER EREE bS] v EETH

Trend Micro Vision One™ sSgr i

Note: Formerly named Trend Micro XDR Free 2023/12/31 (5 MRCEEE

11 © 2020 Trend Micro Inc.

==
-0
om
2 Z
Cle)



12

17518 Apex One BHRVision One

) Trend Micro Apex One™

ot

HRR

£ 192.168.222.30

2 root v

@& Trend Micro XDR — FIf 10% A XDR (£ » 8RS R A ERE AIF0E NA3EATHE UEIRE S - S RE R ANBSREE
1&IETFEL Trend Micro XDR 325 =

HE +
@ EAEEHE REELRE BRIEH FEENRFE | SRUNERR
HEHRRRE TEHIBRRTE AR

BETR - Ll N Eo] - B TR
0 wepmeviee Bz =351

@ we 0
o @R 0
& =was 0
A =zsm 0
@) ewmiu= 0
AR 0

SFERRERIREME
© 2020 Trend Micro Inc.

0

FREEWATRSL

RISk

==
-0
om
2 Z
Cle)



EmiRER A

e

~

13

I:IIIII

\\\ﬁt
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https://www.trend.com.tw/support/downloads/Vision%20One/%25E5%25A6%2582%25E4%25BD%2595%25E5%2595%259F%25E7%2594%25A8%25E8%25B6%25A8%25E5%258B%25A2%25E7%25A7%2591%25E6%258A%2580%25E6%258E%2588%25E6%25AC%258A%202022-02-15.pdf

Install XDR Sensor
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- Windows XIS

 Desktop
* Windows 11 (64-bit)
* Windows 10 (32/64-bit)
* Windows 8.1 (32/64-bit)
* Windows 7 (32/64-bit)

* Windows Server 2022 (64-bit)

* Windows Server 2019 (64-bit)

* Windows Server 2016 (64-bit)

* Windows Server 2012 / 2012 R2 (64-bit)
* Windows Server 2008 R2 (64-bit)

— BRIPVFK: CPU:2 cores/ FCIEAE:512 MB/ HE#R A] FF2Ef&]:3 GB @ TREND

15 © 2020 Trend Micro Inc.
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~ Linux/Mac XBF &

* Linux
* Red Hat Enterprise Linux 6/7/8 (64-bit)
Amazon Linux (64-bit)
Amazon Linux 2 (64-bit)
CentOS Linux 6/7/8 (64-bit)
Ubuntu 16/18/20
— BEH LIER: 5G6B /BRI /HEERE 1GB

* Mac
* macOS High Sierra (10.13) 2L E

— IR Al H - 3 GB

16 © 2020 Trend Micro Inc.

==
-0
om
2 Z
Cle)



=24 XDR sensor (FFik—)

FE B 5 ERkonboardingfApex One, HEFTEE M agent#B E & H T Endpoint
Inventory, N EZEBRXHITXDR sensorZ L ER, Al EEETEVRER.

HTERE R IRA L& Apex One agentHEZET #, THZEERE:

& AVision One > Endpoint Inventory > Agent Installer

Trend Micro Vision One™  Endpoint inventory

Endpoint List Agent Installer

Install the agents on as many endpoints as possible to have more comprehensive visibility of your environment.
You can directly download the installer or paste the link in your web browser to automatically download the agent.

Windows (32-bit, 64-bit) macOS (64-bit) Linux (64-bit)

Supported on: Supported on Supported on:
Windows 7/8.1/10/11, Windows Server 2008 macOS High Sierra (10.13) and later Red Hat Enterprise Linux, CentOS, Amazon Linux,
R2/2012/2016/2019/2022 Ubuntu OS (View versions)

B & View deployment instructions [4 B & View deployment instructions [4 B &




| E"'tﬁ XDR sensor (BAiE—) ’

EEEEHTEHE, URKEES SR,
BT, ;.%% 2 E R, Ee ey

@) C:\Users\user\Desktop\EndpointBasecamp.exe - m] X

ThHTIHM Micro Endpoint Basecanp.

] 33% actions completed

BRIEAELUTRERRI TN ERMK:

| V] 5 | C:\Program Files (x86)\Trend Micro\Endpoint Basecamp = O X
- I o
« v « Tren... » Endpoint Basec... » v O £ = Endpoint Basecamp
ForWork A oz : s A 5
D == log 2022/5/12 T 03:46 BEEHE
B =- modules 2022/5/12 T4 03:46 ERERE
e @ OneDrive - Personal &A EndpointBasecamp.exe ERER
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Lt A %@ S agent I EE

AN ZEfF
1. EEE F 3T Service Gateway,

)QL}

E

#EService Gateway(for ESXi)EX

&

}

ZER

%

2t Service Gateway(for Hyper-V) .

2. EEFE BT X E R B FER@Endpoint Groups

© 2020 Trend Micro Inc
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https://www.trend.com.tw/support/downloads/Vision%20One/%25E5%25A6%2582%25E4%25BD%2595%25E5%259C%25A8ESXi%25E4%25B8%258A%25E5%25AE%2589%25E8%25A3%259DServiceGateway.pdf
https://www.trend.com.tw/support/downloads/Vision%20One/%25E5%25A6%2582%25E4%25BD%2595%25E5%259C%25A8Hyper-v%25E4%25B8%258A%25E5%25AE%2589%25E8%25A3%259DServiceGateway.pdf

SR
i

- Z28E XDR sensor (3% =)

B Endpoint Groups, B 3237 & ##Service Gatewayi®,
TEAgent Installer®, B] LLF Zl|Service Gateway forward proxy depolyment script

Trend Micro Vision One™  Endpoint inventory

Endpoint List Endpoint Groups Agent Installer

Install the agents on as many endpoints as possible to have more comprehensive visibility of your environment.
You can directly download the installer or paste the link in your web browser to automatically download the agent.

Windows (32-bit, 64-bit) macOS (64-bit) Linux (64-bit)

Supported on: Supported on: Supported on:
Windows 7/8.1/10/11, Windows Server 2008 macOS High Sierra (10.13) and later Red Hat Enterprise Linux, CentOS, Amazon Linux,
R2/2012/2016/2019/2022 Ubuntu OS (View versions)

B & View deployment instructions [ m & View deployment instructions [4 B &
Service Gateway forward proxy deployment script Service Gateway forward proxy deployment script

Prepare VM templates for VDI

Use the image setup tool to prepare VM templates for virtual desktops. Learn more [ 4]
Get VDI image setup tool
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ERBEN IN{aIBARIService Gateway forward proxy | 5a~5hBHER
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https://www.trend.com.tw/support/downloads/Vision%20One/Enable%20Service%20Gateway%20forward%20proxy.pdf

Enable XDR Sensor
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- B{ETH#EIEIXDR sensor

IR R ERRIAEndpoint Group, £ 8EE B Security Policies #1435 & #+ 40 RLE)
XDR sensor (#0: £ 7)), A EHIEEE — BERE,

& AVision One > YJ#LE|Endpoint Inventory

INVENTORY MANAGEMENT

Fo
(Lv? Endpoint Inventory

Email Account Inventory

Network Inventory
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A iE—: 7£El app(Endpoint Inventory);& B 4):E, i EUA,

Trend Micro Vision One™

Endpoint List Agent Installer

= All

Enable Remove X 2 selected

Endpoint name

© 2020 Trend Micro Inc.

Endpoint Inventory

154

IP address
192.
192.
192.
192.

192.

LS Nof

Enable XDR Sensor

After enabling XDR capabilities on the following supported endpoints, the endpoints automatically start sending activity
data to Trend Micro for state-of-the-art threat detection and alerting.

Endpoint name Operating system

L Windows 10

| Windows 10

Enable Now (2) Cancel
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** ¥T H 12 X # RUEhXDR sensor
AEZ ERASHEE T, Hi5ERAEBEIRUAXDR Sensor,

1£Endpoint Groups':F', REIDAR

Trend Micro Vision One™ Endpoint Inventory

Endpoint List Endpoint Groups Agent Installer

All Endpoints (31)
02
+ @&

DPort_Test (3)

+ @=

Windows (3)

: 5
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* # B M BBXOR sensor

7::';%:' E RS, EHirE R4 BB RUAXDR Sensor,
RTEFEE, jthE (34 518 ity 2k A ISR 44 -

Endpoint Group Endpoint name

CONTAINS

Cancel

Endpoint name CONTAINS

<+ Add criteria
Endpoint name CONTAINS

IP range EQUALS

Operating system STARTS WITH

26 © 2020 Trend Micro Inc




¥T HiE X HRIE)XDR sensor

FiEZ ERHEME, 5 ER#HEEEIRUAXDR Sensor,
Y #2Fl|Security Policies > Endpoint, ‘EIESFEFHE, BRI E 2B R A IEE,

- 2
sion One™  Endpoint Security Policies © 2022-03-04 04:06 (UTC+08:00) M [ TWTS_XDR

@ SECURITY POLICIES

4

Security Agent Settings X

' Windows

@ XDR Endpoint Sensor

7
\ Once enabled, the endpoints automatically
start sending activity data to Trend Micro for
as state-of-the-art threat detection and alerting.
EQ @ Vulnerability Detection
Checks for operating system and application
vulnerabilities, and detects potential exploit
attempts

(Windows platforms only)

{3

© 2020 Trend Micro Inc. ‘
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BB % Vision OneZRE & A,

© 2020 Trend Micro Inc.
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https://success.trendmicro.com/tw/solution/000290539

