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Automated response

suspicious objects

(No need extra license)
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& RXAThird-Party Integration service

3

o {HE1FService Gatewayt®, AzEZE|Vision Onef®, BXAThird-Party Integration
service,

. . . 1
Trend Micro Vision One™  sewice Gateway Inventon| @urc+og00 M B TWTS_XDR

Service Gateway Settings
TWTS-5G

8]l Threat Inteligence

” @ ActiveUpdate (3)
HOR @ Smart Protection Services @

@ Suspicious Object List Synchronization (&)

@ Third-Party Integration @
Product Component Update

Hourly

Every 15 minutes
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HU1SAPI Key

Fl|Vision One B4 Inventory Management > Service Gateway Inventory H1, EfiE
Manage API Key BX4FAPI Key,

1
®utc+os00 M [ETWTS_XDR

¢/ TREND Trend Micro Vision One™  senice cateway inventory

(2 Security Posture -+ Download Virtual Appliance Period: Last 24 hours v L} Manage APl Key | O
@ Assessment

o eeEeeE Service Gateway Connection status Connected endpoints Uploaded Downloaded  Last connected J Action

ED Threat intelligence ® Healthy 1 51.55 MB 136.85 MB  Just now (2021-09-24 08:30:52) O o

>{ XDR Unhealthy (] OKB OKB 57d (2021-07-28 :58) o

":‘ﬂ Zero Trust Secure Acc.

A
. . . 1
¢J TREND Trend Micro Vision One™  senice Gateway Inventory {Qutc+osoo M [P TWTS_XDR
£ Security Posture API Key
=\ B t]

& Assessment

. Change API Key
[ED Threat Intelligence

Suspicious Object List Synchronization requires the API key to
>{ XDR authenticate connections between the connected Trend Micro products
and Service Gateway.

ﬁﬂ Zero Trust Secure Acc.




SMS&EZEService Gateway

« & AZESMS Web Console, EhiEZI] ADMINISTRATION > Service Gateway, EhiE
Configure integration settings

@ TippingPoint Security Management System

ADMINISTRATION Service Gateway

nd Archives
This enables you to integrate your SMS with the Service Gateway for centralized control of web services.

Last Successful Sync: 2021-09-24 08:28:16
Service Gateway

Sync Status: Successful

Integration State: Enabled

Gateway IP Address:

APl Key: B 8

Caonfigure integration settings
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SMSE&iEService Gateway

B A Service Gateway IP XA ERE, £ Vision One L EVIFHIAPI key, EfiESave,

Service Gateway Connection Settings

Integration State:

() Enabled

Gateway |P Address:

AP Key: B

Test Connection

X
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SMS&EgEService Gateway

o  FEHRII, A]TE SMS Web Console, Eh:ZE X! ADMINISTRATION > Service GatewayF

EE|

=]

d -L‘I:de_;\o
@ TippingPoint Security Management System

ADMINISTRATION Service Gateway

Exports and Archives
F This enables you to integrate your SMS with the Service Gateway for centralized control of web services.

System Logs
Last Successful Sync: 2021-09-24 08:28:16
Service Gateway
Sync Status: Successiul
Integration State: Enabled

Gateway IP Address:

APl Key: B 8

Configure integration settings
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% EEService Gateway

LL X 7EVision One B Inventory Management > Service Gateway Inventory 9 &
"IlTlppmg Point[B]#R A4 Endpoint Name.,

Trend Micro Vision One™  scpice Gateway inventory » TWTS-SG

1
@urc+oz00 M ETWTS_XDR

ﬁ Configure Service Gateway = i

Threat Intelligence

XDR

5| Zero Trust Secure Acc

Response Management Network Traffic - Local Area Network (LAN) Period: Last 24 hours ~

MB 4 Outgoing: 1 MB Incoming: 1 MB

Mobile Security
Inventory Management
Email Account Inventory

Network Inventory

Mobile Inventory

‘E} Administration Connected Endpoints
Period: Last 24 hours v Product: All
Endpoint name | Product Smart Protection queries Last query Last synchronized
Trend Micro TippingPoint Secu... - - 25m (2021-09-24 08:04:58)

Total: 1 10 per page v 1 (/1




FENIFIIEUDSO

B El|Threat Intelligence > Suspicious Object Management > Suspicious Object List

th, #FHiBuDSOo,

. .. 1
Trend Micro Vision One™ Suspicious Object Management @©urc+oz:00 A [FTWTS_XDR

Suspicious Object List Exception List Applicable products

+ Add Last updated: All Object type: All Source: All o] B =

Threat Intelligence . - L .
Object Risk level Action Expiration Source Source details Last updated

Intelligence Reports @ Block / Quarantine 2021-10-23 23:31:26 Manual creation Added manually 2021-09-23 23:31...

Intelligence Feeds
sandbox Analysis ¢

XDR

Zero Trust Secure Acc.

Response Management
Mobile Security
g2 Inventory Management

227 Administration




SMS #EVision Onel@lzZUDSO

e E|SMS Clientd, EfEZI|Reputation Database > User Entries H1, BRI & l|User
Entries2t= 1870,

# TippingPoint SMS - SuperUser@TWTS-vSMS - Profiles (Reputation Database - User Entries)
File Edit Wiew Toolz Help

@ » P [ O & e g

Back Forward Events Reports Profiles Hesponder Devices Admin

U Profiles User Entries
{} Digital Vaccines
@ Auxiliary Vs Ped: 2 Import...
-1 DV Toolkit Packages PvE: 0
D Re utation Dataha,se Export...
@ g - i = DNS: 3
ﬂ U=er Entr|-=5.- URL: & Add...
~fi ‘Geographic Entries
----- ﬁ Search Entries Total: 13 Delete All..
----- -8, ThreatDV URL Lookup
~ b SSL Category List User Entry Distribution Settings
- & Scheduled Distributions
= 'i% Vulnerabiity Scans (eVR) Minimum URL Distribution Interval (Minutes): 10 Edit...

------ % CVE Search
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- SMS 1i£Vision Onelgl&tUDSO

o BhEExport FEH R, RIF EIZH"Trend Micro Publisher","Vision One Threat
Intelligence" FT @2 T 2K R4,

| DNS.csv - 2=%

BEF) J|EE #I(0) wEN HEAH)

gra2l.owinzghipway.com, "Trend Micro Publigher","Trend Micro Deep Dizcovery Director”,"Trend Micro Detection Category","Suspiciouns Object”,"Trend Micro
severity","High", ”Reputatlon Entries TTL", "2[‘1%’ 01-19 11-14-0740800" "Trend Hicro anrr‘“r-“-” "dddirertor"

grad? . winghipway.com, "Trend Hicro Publlsher J'Vizion One Threat Intelligence","Trend Micro Detection Categmry“I“Susplclaus Object","Trend Micro
3ever1ty“,“ngh“ “Reputatlmn Entries TTL", “2Lz1-1u-z§ 2o Sl 2nrUou, TTrend MICro soutce, viglon one service oateway”,"Trend Mlcr0 svapicions Object
sounrce", "nd=so", "Trend chro Scan Action", "block"

-a%91-1. Wlnshlpway com, "Trend Hicro Publlsher“ "Trend Micro Deep Dizcovery Director”,"Trend Micro Detection Category”,"Suzpicionz Object","Trend Micro
severity","High", "Reputatlon Entries TTL", "2038 O1-19 11:14:07+0800","Trend Micro Source" "dddirector”

i ' TREND
11 2020 Trend Micro Inc. 0 MIGCRO



. /,«

Event Sharing

(Need XDR add on license for TP license)
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7 J" N
;Ff‘“? iﬁiﬁ.ﬁﬁ I?I?Jl)\

e Service GatewayZEF#KE( 1.0.0.10051kr A LL E
« Vision One_L# XDR Add-On: TippingPoint Software =&,

® XDR Add-On: TippingPoint Software

e Management

Trend Micro Vision One™ ¢, ateway Inventory > TWTS-SG2

< PBack
If Inventory Management
Endpoint name
Email Account Inventory v4 address ActiveUpdate

ddress fe80:: Arresses
MNetwork Inventory Smart Protectio
tatus: Healthy

nected: 2021-10-07 16:55:15 Suspicious Object List synchronization (0
Mobile | 1.0.0.10051 Third-party intelligence synchronization
Mobile Inventory
0 Log forwarding (i)
Administration 436.6 GB free (Total:459 GB)
System Resource Usage History

Single

13 © 2020 Trend Micro Inc.




e TOD -
™ = iﬁ EE E?Jb\

e SMSKHRAZEFEIHZE 5.5 Patchl (5.5.0.204732.1) kR A LL L .

L
" 1) [,
Back Forward Ewvents Reports Profiles Responder Devices Admin
+i§| SMS Server
J_r---ﬂ Awuthentication and Authorization
+iﬁ| Certificate Management System Time: 20211007 T 04855555 168 GMT+02:00
+-aiy Database

System Uptime: 0 years, 2 weeks, 0 days, 3 hrs, 42 mins, 11 zecs
{: Server Properties

i High Availability
a Named Resources

. Authorized wusers only. All activity may be monitored and reported.
q§ Exports and Archives SM35 Software J J J P
& P Address identifier Current Version: 5.5.0.204732 Point Technologies SMS |[(version 5.5.8.2084732 (Patch 1))
+q.§ User id IP Correlation
- & Geo Locator Database Available for Download: Mone ~uSHMS login:
- 4§ Licensing
Available for Install None

5MS Patches

| Currently Installed: 5.5.0.204732.1 | Release Notes...

Available for Download: Mone

SMS Patch Motifications: & Enabled Dizable

- ) rrenn
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SMS&ZZEService Gateway

0 BY A Event

TESMS Web Console 1 #J Administration > Service GatewayF

Sharing,

i B Rl T E #R El|Service Gateway,

© 2020 Trend Micro Inc.

Service Gateway Connection Settings

Connection

Gateway IP Address:

AP| Key: B g

Test Connection

Suspicious Object

State: () Enabled

Download Interval (minutes): 1

Event Sharing

State: () Enabled

Save Cancel




e TEVision One_E, Service GatewayRt LY Log Forwarding,
« [HHINEETEService Gateway 1.0.0.10051kR A LL £ F el B A,

e Management i o ’
Trend Micro Vision One™ e e Qurewosco M WTWTS XOR

Mobile Security

52\ y Service Gateway Settings
Al Inventory Management fad

TWTS-SG2

Email Account Inventory
Services

ActiveUpdate (&)
Network Inventory * o

@ Smart Protection Services @

@ Suspicious Object List synchronization (&)

@ Third-party intelligence synchronization ()

Mobile Inventory @ Log forwarding (0

o .. . Product Component Update
ier Administration iponent Update

Hourly

Every 15 minutes

Single Sign-On

- ) TREND
16 © 2020 Trend Micro Inc. , MITCRO
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X EEService Gateway

0, fEZ2Event Sharing AR RE & R T Sync Event,

@ TippingPoint Security Management System

2020 Trend Micro Inc.

F£SMS Web ConsoleH

ADMINISTRATION

Exports and Archives

em Logs

Service Gateway

Service Gateway

Use the Service Gateway to allow SMS to share threat detection events and Suspicious Objects data with other Trend Micro services.

Integration Setting

Gateway IP Address:

API Key:
Suspicious Object

Last Successful Sync:

2021-10-07 16:49:40

Sync Status: Successful
State: Enabled
Event Sharing

Last Successful Sync:

Sync Status:

State:

2021-10-07 16:49:44

Successful

Enabled




Trend Micro Vision One™  search

Threat

od: Detections ) View History

XDR
pname:tipping

Zero Trust

Response Man

Inventory Management
Email Account Inventory

Network Inve:
DATA GROUPING
DETECTIONS
» dpt

POZI—ID-U? 16:49:09

Mobile Iny » dst

endpointGUID
Administration

endpointHostName
Single Sign-On endpointip
hostName
spt
src
tags
eventName

hird-Party Integ

=

“Vision One Search App &3f

T£Vision Onel Search AppHa, A[&

2% Tipping Point HJDetection Log

1
A ETWTS XDR

= Saved Queries

06 16:53:54 - 2021-10-07 16:53:54

deviceGUID:
eventName:

aggregatedCount:

endpointip: interestedip:

mpname:

i

udp
2cabeall-27e6-11eb-b282-abbfela0dd9s
137

192.168.254.208

TWTS-440T

INTRUSION_DETECTION

761ace6a0e0302be04e0963a4d47788c55bab66a26ch48b100a5b95f059aa785
Trend Micro TippingPoint Security Management System

0

Tipping [ell &= ¥

(© uTC+08:00

Last 24 hours

Profile: Default

dpt: dst
logKey:

overSsl: pn...




